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FOUNDATIONS FOR NETWORK INNOVATION

MessageSENTRY Spam Filter Summary
Key Benefits

® Increase customer satisfaction by
preventing Spam from reaching
subscribers Mobile-to-mobile SMS spam and fraud comes in many forms and can cause substantial
damage with respect to customer satisfaction, financial performance and network
operations. SMS spam and fraud is a rapidly growing problem with the most prevalent
provider concerns being that it:

The Growing Problem of Mobile-to-Mobile and Internet-to
Mobile SMS Spam and Fraud

® Network access options—widest
choice available

® Vendor agnostic & future proof as

o ) . . . .
networks converge. Irritates subscribers and in turn increases churn, raises support costs and casts

negative |ight on the carrier’s brand. Subscrib
® Advanced Visibility & Trending regard it as an invasion of privacy. It also results in unwarranted charges leading
Tools to customer frustration.
® Varying Levels of Security - tailor e Results in lost revenue for inter-carrier messages. With SMS fraud, the sender

your Network Policies assumes the identity of a valid subscriber or SMSC, so the operator receives no

® Protection for both mobile and termination fee

J " Qinated threats e Increases operational costs because of the large volumes of unauthorized

e Open, Standards-based - SS7/SIGTRAN messages. SMS spam and fraud can degrade network and SMSC performance and
and SMPP coverage with advanced at times severely impact them.
algorithms.

e Damages the adoption of revenue-producing services. Spam can destroy trust in an
e Highly Reliable - Highly Distributed operator, leading subscribers to opt-out of emerging mobile advertising and m-
Architecture 5 9's solution commerceopportunities.

® Easily scalable and highly reliable
Service platform for advanced Value

Added Services The Solution

© Ensure riguping SRBSERlbers receive Prevent SMS Spam and Fraud Transparently with Message-

the same benefits - Deploy with R
MessageSENTRY Home Routing. SENTRY sPam Filter

MessageSENTRY Spam Filter is equipped with the core capabilities needed to stop
internet and mobile originated SMS attacks along with enhanced content filtering and
¢ advance control features that include setting message threshold levels, re-routing,
modification and response. Competing solutions provide only the Signaling End-Point
access/control option which limits their ability to solve all carrier requirements.
MessageSENTRY provides a best practice vendor-agnostic approach using multiple
signaling access methods.
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Multiple Access Methods

e Transparent border filtering with an Active SS7 probe
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e Signaling End-Point as an internal network addressable SS7 Point Code
e Native IP interface to the SMSC or STP

e SMPP Proxy between internet domain and the SMSC

www.newhnet.com




About NewNet Communication

TYPE WHAT HAPPENS RISK TO THE OPERATOR Technologies
Spamming Unwanted messages are delivered to Irritated subscribers degraded performance, blamed for delay NewNet Communication
subscribers Technologies is a recognized
Flooding Remote system sends massive numbers Overload in the signaling network, home operator incurs relay leader in si gna lin g an d
of messages targeting subscribers and operator costs messag in g so lutions for
nodes

wireless, IP, and wireline
networks. The robust, scalable

Faking Foreign system uses identity of a legal Home operator cannot collect termination fees . X
SMsC signaling platforms have
enabled rapid development and
Spoofing Messages sent illegally by simulating Subscribers wrongfully billed for unsent messages and perhaps q
subscribers in a roaming situation unwanted content de p lo y m ent of a wide s pectrum
of carrier grade, revenue
Smishing Messages that appear to be from a Subscriber annoyance, billing issues, potential to spread viruses genera tin g an d com p| iance
valid company attempt to acquire and then more spam

applications. NewNet is a
pioneer in the development of

Viruses Hacker engine launches messages Compromised handsets cause customer service problems and may standards based SS7 signaling

luring subscribers to a download site send unwanted message q 5 "
Hilg! . ; g solutions and is committed to
with viruses Irritated subscribers,

degraded providing unparalleled service
and value to our customers. For
e . nearly two decades, NewNet has
Visibility is the Key to Success been synonymous with
messaging excellence and is the
trusted name in SS7 and
SIGTRAN signaling solutions.

subscriber information

MessageSENTRY Spam Filter provides the most advanced network visibility & post- For more information on
analysis trending tools enabling the identifi f aburopmodacis anidaservicesne of
Once a baseline is established, the system can recognize and differentiate abnormal visit our website at:
non-threatening traffic patterns vs. real threats, whether they are mobile-originated www.newnet.com

or internet-originated. An experienced spam filtering solution must have the

intelligence to interpret the signaling flows|and provide a ‘usabl e

threat and a recommended action. MessageSENTRY delivers the Visibility and
Trending that helps differentiate between non-threatening track spikes (which are an
anomaly) vs. real network threats, thus avoiding false positives. MessageSENTRY
Spam Filter operates through advanced algorithms that continually monitor the
signaling flows. It goes beyond current threats, looking for spam planning exercises
by potential perpetrators who may be ‘mining’|]your network to gathe
subscriber and network data to be used in a future attack. Visibility & Trending is a
must have in your toolkit to fight spam & fraud.

SMS GSM TS 23.40
GSM IR.70 & IR.71
3GPP TR 23.840

MAP GSM MAP 3GPP TS 29.02 (Phase 1, 2, 2+, 3) NewNet Communication
1S41-D Technologies, LLC
SMS over IP SMPP v 3.3, v3.4 Trumbull Corporate Park

35 Nutmeg Drive,
Trumbull, CT 06611

SS7 TDM El Interface — ITU - T G. 703, G.704

T1 Interface — ITU - T G. 703, G.704
SS7 over IP SIGTRAN M3UA www.newhet.com
Scalability Supports up to 2000 SMS/sec per instance

Simply add more nodes to increase performance
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